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Case Study: Trade secret infringement

in China

SME details

Name of the company: Ti-Cons

Location of headquarters: Germany

Industry: Technology provider for the titanium dioxide industry
Status in China: Having licensed the technologyin China since

v Company introduction

Ti-Cons is a technology provider for titanium dioxide (TiO2) production. TiOz is the most widely used white colour pigment in the
world. The global TiOz industry generates an annual turnover of approximately EUR 22 billion. The extraction of TiO2 pigment from
TiOz ore is a sophisticated chemical process for which Ti-Cons has developed the technology and knowhow. In China, currently no
company has the necessary technology.

Ti-Cons has supplied the technology for two TiO2 pigment plants in China. In 2007, the SME signed a contract for technology
transfer with a company in Yunnan for a TiOz factory, here in after referred to as Plant 1. In 2012, they signed a contract for
technology transfer with another company in Henan for a TiOz factory, hereinafter referred to as Plant 2. In 2019/20, the Yunnan
company went bankrupt, and Plant 1 was bought by the Henan company making the Henan company the sole client of Ti-Cons in
China now owning Plant 1 and Plant 2.

At the outset, Ti-Cons had provided their clients with a range of technical documents (know-how), including software, production
drawings, specifications and operating manuals, which the SME had taken measures to protect as trade secrets. All the technical
documents were delivered using double strong encryption, with triple encryption used for key equipment, and were provided on a
need-to-know basis. In addition, the technical documents contain hidden markers that identify them as IP of Ti-Cons.

The SME hadnot patented any technology in China. The technology was transferred via concluding a technology transfer license,
while Ti-Cons maintained the ownership of the IP around the world, including China. Subsequently, the SME also provided training
to the teams of both plants and initiated the plants’ operational phase.

To the knowledge of Ti-Cons, Plant 1 had signed confidentiality and non-compete agreements with its key employees, however, two
former employees breached the agreements. In 2021, these two former employees of Plant 1, who used to be inkey positions,
stole a significant number of documents and sold the technology to a third company in Hebei. The company in Hebei used the
stolen IP and the service of the two former employees to build a new TiOz factory (Plant 3), without any authorisation or consent
from Ti-Cons or the Henan company.In the same year, the Henan company became aware of the infringement and quickly informed
Ti-Cons.

ill Actions taken

Ti-Cons and the Henan company jointly decided to take legal action to stop the infringement. To effectively deal with the
infringement, the SME signed a separate agreementwith the Henan company authorising the Henan companyto handle the
enforcement matters in China, including handling all communications with lawyers, while Ti-Cons would stayin the background
being informed of the course of legal proceedings.

In 2022, the Henan company filed a criminal complaint with the law enforcement, Public Security Bureau (PSB) of the district
of Plant 1 in Yunnan. The police started the detailed investigation and obtained the drawings of an equipment supplier that was
manufacturing equipment for Plant 3. An expert witness was contracted by the PSB to compare the drawings of Plant 3 and
the drawings that Ti-Cons had originally supplied to Plant 1. The expert’s report concluded that the drawings of Plant 3 were an
exact copy of the drawings supplied by Ti-Cons. The report also concluded that the financial damage was high enough so that
a crime had been committed.
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Taking the expert’s report into consideration, the district PSB of Yunnan decided to issue a country-wide search and arrest
warrant for the two former employees of Plant 1. At the end of 2023, one of the former employees was arrested and is currently
waiting for a trial. The trial result is expected at the end of this year. The PSB could, however, not find the other former employee.
In mid-2024, the PSB put two high-ranking employees of Plant 3 on China’s most wanted list.

Despite the legal problems, the infringing Plant 3 in Hebei province proceeded with the installation of Ti-Cons technology and
has now commenced production, causing a loss of more than EUR10 millionto Ti-Cons and the Henan company.

S Outcome

The Yunan PSB, unfortunately, has limited authority to conduct further investigations in a different province. A coordination of
PSBs in different provinces is required. However, there are difficulties with PSB coordination, and the investigation has slowed
down because of the afore-mentioned inter-provincial coordination.

In the hopes of furthering the investigation, Ti-Cons has hired a German lawyer to file a criminal complaint with the District
Attorney of Cologne. A criminal act has been perpetrated, and the District Attorney’s Office in Cologne will take appropriate actions
to achieve the outcome, such as conducting an investigation and seeking assistance from relevant external parties, such as the
International Criminal Police Organisation (INTERPOL).

To have more support from different organisations in China, Ti-Cons has also contacted the German Embassy and the Cologne
Chamber of Commerce.

The SME has a very strong determination to fight against the trade secret infringement and enforce their trade secrets in China.
They are fully aware that not taking any action could potentially lead to more infringements in the future.

® Lessons learned

Taking various measures to protect confidential business information as trade secrets is essential.

Leakage of trade secrets by (former) employees is the most common causeof trade secrets infringement. Make sure your employees understand the
company protocols of trade secret protection and comply with them. Follow the “need-to-know” rule, meaning the employee should only have the access
to the trade secrets to the extent that is absolutely necessary for them to complete the tasks.

« Make sure that confidentiality agreements, non-compete agreements and non-disclosures agreements are signed with employees in key position.

When doing business with Chinese partners, it's important to fully discuss with your partner, and agree on a process to handle infringement of IP, such
as who will take the lead when an infringement by a third party takes place.

It is not cheap to enforce IP in China. The attorney fees for an IP infringement case in China could easily cost more than EUR 10,000. However, if one does
not stop the first IP infringement, more infringements in the future are likely to happen leading to an even bigger loss for the IP right holder.

« When encountering IP infringements in China, EU SMEs are advised to contact IP expertsto assist with evidence collection along with designing
a comprehensive enforcement strategy. The China IP SME Helpdesk, while not providing legal assistance, can offer first line advice on IP enforcement
strategies in China.

! According to 2020 Decision of the Ministry of Public Security of the Supreme People’s Procuratorate on Amending the Criteria for Filing and Pursuing Prosecution

in Criminal Cases of Infringement of Trade Secrets(in Chinese: f i A FAGEHT N2 X THECURILRE WABE I 23T 2B IRIRAETVE), the threshold for
initiating criminal prosecution has been lower from 500,000 RMB to 300,000RMB. See from (in Chinese):
https://www.spp.gov.cn/spp/xwfbh/wsfbt/202009/t20200918 _480430.shtml#1
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